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REPORT SUMMARY
While the advantages of humor in the workplace are clear, cybersecurity professionals have a
responsibility to recognize the disadvantages and work to mitigate them—particularly when
it comes to security awareness training. By understanding the psychology of humor and its
effects in the real world, you’ll be able to use it without putting your company at risk.
If you want humor to be a part of your cybersecurity platform, this report outlines how to
do it without alienating your employees, undermining workplace solidarity, or establishing
corrosive norms that could end up making your company less secure. Organizations must:

•
•
•
•

Distinguish between appropriate and inappropriate humor
Use humor to strengthen bonds between employees
Understand the effects humor can have on the culture of the business
Avoid using comedy when attempting to communicate sensitive information
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We’ve all experienced that manager who thinks he missed his calling to
become a comedian. Every email ends with a quip, all-staff meetings seem
more like opportunities to test-run new material than to share important
information, and visits to his office always begin and end with a joke, often
of the “dad” variety. In some cases, this can be endearing and disarming—
managers who aren’t afraid to joke with their employees often seem more
accessible and less strict. But this isn’t always the case—certain types of
humor can also make a manager appear flippant or, even worse, insulting.
And humor that’s well received by some employees might seem obnoxious or
out of place to others.
There’s no general, all-purpose rule that can apply to humor in the workplace.
But managers should ask themselves several questions before they use it: Is
it appropriate? Will it make any employees feel marginalized or disparaged?
What effect will it have on employee behavior and the culture of your
workplace? These are questions all managers should ask themselves, and
the principles that underlie them—such as the importance of cultivating
workplace solidarity and developing the right incentives for employees—
should guide any organization.
They should also guide the initiatives within that organization, such
as security awareness training: an area in which we’ve learned
a tremendous amount over the last several years. When
companies are trying to develop a culture of digital security,
they constantly have to be thinking about the best ways to
capture and hold employees’ attention. Training is pointless
if employees don’t retain the information they learn and
put it into practice every day. This is why any manager
who’s concerned about digital security should be willing to
experiment with many different approaches to employee
engagement, and humor is certainly one of them.
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CYBERSECURITY IS ALREADY
AN ISSUE THAT COMPANIES
DON’T TAKE SERIOUSLY
ENOUGH, AND THE USE OF
HUMOR IN THE WORKPLACE
CAN LEAD TO CULTURAL SHIFTS
THAT AREN’T CONDUCIVE TO A
SECURITY MINDSET
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However, they should do so with a full
understanding of the benefits and downsides
involved. The psychology of humor overlaps with
many immutable aspects of human nature—from
our desire for status to our ability to feel empathy.
This is why humor can create such powerful social
connections, but the effect goes both ways: the
wrong kind of humor can also give people visceral
negative reactions.
A humorous approach to cybersecurity training is
especially risky. Cybersecurity is already an issue

that companies don’t take seriously enough, and
the use of humor in the workplace can lead to
cultural shifts that aren’t conducive to a security
mindset (for example, it can embolden employees
to violate norms and break rules at work). This
isn’t to say humor is always problematic for
cybersecurity professionals, but it should always
be used with great care. After all, cybercrime is
becoming a more serious threat every day—no
matter how you communicate this threat to your
employees, they should never forget how much
damage it can cause.
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FIGURING OUT WHERE HUMOR DOES
AND DOESN’T BELONG
There’s a special kind of excruciating awkwardness that everyone in the room feels
when a joke misfires. This feeling is particularly uncomfortable when the joke is told at
an inappropriate time – after a tragedy or the delivery of bad news, for instance. This
is because, according to one of the most prominent psychological theories of humor,
successful jokes rely on benign violations of norms and expectations – a phenomenon
that may be traceable to the positive responses our ancestors had to apparent physical
threats that turned out to be innocuous.
As a 2010 paper in Psychological Science explains: “The benign-violation hypothesis
suggests that anything that is threatening to one’s sense of how the world ‘ought to
be’ will be humorous, as long as the threatening situation also seems benign.” The
authors go on to argue that humor provides a “healthy and socially beneficial way to
react to hypothetical threats, remote concerns, minor setbacks, social faux pas, cultural
misunderstandings, and other benign violations people encounter on a regular basis.”
However, note the emphasis on the word “benign.” As anyone who has been the target
of a cruel, demeaning joke will tell you, humor doesn’t always feel benign – it can also
feel like a threat. And bad jokes aren’t just a problem for their audience: they can also
be harmful to the person who tells them. According to a 2016 study in the American
Psychological Association’s Journal of Personality and Social Psychology: “...ATTEMPTING
TO USE HUMOR IS RISKY. THE SUCCESSFUL USE OF HUMOR CAN INCREASE STATUS IN
BOTH NEW AND EXISTING RELATIONSHIPS, BUT UNSUCCESSFUL HUMOR ATTEMPTS (E.G.,
INAPPROPRIATE JOKES) CAN HARM STATUS.” (See figure 1)
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Risky Business: When Humor
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THAT’S WHAT
HAPPENS WITH
BAD HUMOR:
PEOPLE STOP
PAYING ATTENTION.
And if you look around, you’ll see unsuccessful humor just about everywhere. For
example, how often do commercials attempt to be funny? What would you say the actual
funny-to-unfunny ratio is? What makes the situation even more difficult for advertisers
is the fact that you won’t find much agreement on what’s funny and what isn’t—every
time a brand runs a humorous ad, it’s almost certain to fall flat with some viewers (often
a large proportion). Still, it’s not impossible to get wide agreement on humorous ads:
Geico has been so successful that the company is re-running their commercials as a part
of a retrospective campaign. But what if we asked you to name the top 10 (or bottom 10)
least funny ads you’ve ever seen? You probably wouldn’t be able to because you wouldn’t
remember them. That’s what happens with bad humor: people stop paying attention.

FIRST FULL DAY AS TWITTER COO TOMORROW.
TASK #1: UNDERMINE CEO, CONSOLIDATE POWER.
DICK COSTOLO, CEO - Twitter

Conversely, to demonstrate how humor can have its intended effect, the authors of the
APA study cite a 2009 tweet by Dick Costolo: “First full day as Twitter COO tomorrow.
Task #1: undermine CEO, consolidate power.” Costolo’s tweet was a norm violation, but
the context made it benign—if he actually wanted to usurp the CEO’s power, he obviously
wouldn’t post about it on Twitter. The company clearly didn’t view it as a declaration of
sinister intent, as Costolo became CEO a year later. On the other hand, imagine if a school
district took a humorous approach to active shooter training or if a company joked about
sexual harassment and assault. These would be egregious norm violations and nobody

2019 Comedy and Cybersecurity Report
7 // 16

would be laughing. The exception: socially accepted joke-tellers who are experienced
with toeing the line (and even then, it may backfire). For example, the writers for Saturday
Night Live can approach sexual harassment in ways (such as the popular “Claire from HR”
bit) that an actual HR department would never dream of trying to emulate.
Cultural differences also have to be taken into account when you use humor in the
workplace. Despite the fact that humor is a human universal, the way it’s expressed and
received can vary significantly from culture to culture. Even cultures that share a common
language and have many overlapping cultural influences can take different approaches to
humor. For example, a 2013 study
in the North American Journal of Psychology found differences between British,
Australian, and American respondents in how they use and perceive humor: “British
respondents’ attitudes toward humorous people were significantly more negative than
were those of Australian participants,” while “American participants reported using
humor more frequently in social situations than
did British participants.”
And this is just one of many examples—social norms vary dramatically across cultures,
which makes the use of humor even riskier as workplaces become more diverse and
cultural sensitivity becomes more important. Even when there are shared expectations
about the proper place of humor in a professional environment, there are still countless
taboos, sensitive subjects, and other cultural tripwires that can completely change the
way a joke is interpreted.
Where does cybersecurity fall on the continuum of appropriate-to-inappropriate
humor? The short answer: all over the place. It’s possible to think of funny cybersecurity
scenarios, but cybercrime can also be extremely serious. Not only can data breaches have
devastating financial and reputational consequences for companies and consumers, but
cybercrime also includes horrific cases of exploitation and abuse. For example, one of the
major priorities of the non-profit Thorn is the prevention of online sextortion—attempts
to coerce victims into sending money or something else under the threat that explicit
photos and videos of them will be published. According to a 2017 survey of sextortion
victims between the ages of 13 and 25 conducted by Thorn, two-thirds of the victims are
girls under the age of 16. Many cases of child sex trafficking are also facilitated online.

While it’s clear that a new COO’s joke about fomenting a coup at Twitter is benign, it’s
even clearer that a joke about children who are victims of sexual abuse isn’t. THIS IS
WHY A BLANKET STATEMENT LIKE HUMOR IS A GOOD WAY TO TEACH EMPLOYEES ABOUT
CYBERSECURITY IS A GENERALIZATION THAT DOESN’T STAND UP TO SCRUTINY. But
generalizations aren’t helpful either way—the goal is always to keep employees engaged
with cybersecurity content, and there’s no doubt that humor is a powerful tool in this
effort. As long as cybersecurity training programs don’t trivialize serious issues and pay
close attention to tone and execution, they can be funny, too.
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EFFECTIVE HUMOR CREATES
ORGANIZATIONAL SOLIDARITY
EFFORTS TO COMBAT CYBERCRIME CAN BRING
EMPLOYEES TOGETHER AROUND THE COMMON
GOAL OF PROTECTING THE COMPANY.
Human beings are naturally groupish, which the
psychologist Jonathan Haidt defines as the fact that
“our minds contain a variety of mental mechanisms
that make us adept at promoting our group’s
interests, in competition with other groups.” However,
competition between groups leads to cooperation
within them: “Competition favors groups composed of
true team players—those who are willing to cooperate
and work for the good of the group…” This blend of
antagonism and collaboration, Haidt observes, is
what accounts for the “strange mix of selfishness and
selflessness that we know today.”

THERE ARE MANY WAYS CYBERSECURITY TRAINING
CAN BE LEVERAGED TO TAKE ADVANTAGE OF BOTH
IMPULSES: COMPANIES AREN’T JUST COMPETING
WITH OTHER COMPANIES—THEY’RE ALSO FIGURING
OUT HOW TO DEFEND THEMSELVES FROM HACKERS.
THIS CAN CREATE A STRONG SENSE OF COHESION,
AS NOTHING BINDS MEMBERS OF A GROUP
TOGETHER LIKE A THREAT FROM THE OUTSIDE.
Cover Image Source
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Humor can strengthen this sense of cohesion.
A 2008 article in Human Relations argues that
“successful organizational humor can have a
positive impact on a variety of group processes (e.g.
effective communication, development of group
goals, management of emotions, etc.) and outcomes
(e.g. group productivity, group viability, and
development of group members)...” However, this
isn’t true across the board—some forms of humor
can have the opposite effect, leading to alienation
and antipathy.
For example, aggressive humor (which criticizes,
mocks, or teases people) often has a harmful
impact on group cohesion. As a 2017 article in the
Academy of Management Journal explains, this
form of humor can hamper efforts to engage with
employees and even lead to unethical behavior in
the workplace (more on that in the next section).
One of the study’s authors, Kai Chi Yam, says “you
just have to be aware there are both positive and
negative consequences” to workplace humor,
pointing out that aggressive humor is especially
risky: “If you use a lot of aggressive humor, then
you get only negative effects.”
Humor can also be interpreted in different ways
depending on who’s telling the joke, which can
lead to discrimination and in-group hostility.
According to a 2019 article published in the Journal
of Applied Psychology, “Gender stereotypes
constrain the interpretation of observed humor
such that humor expressed by males is likely to be
interpreted as more functional and less disruptive
compared with humor expressed by females. As
a result, humorous males are ascribed higher
status compared with nonhumorous males, while
humorous females are ascribed lower status
compared with nonhumorous females.”
Companies also have to be wary of how aggressive
humor can make employees feel marginalized
when it’s directed at them. One meta-analysis
of workplace humor (published in the Journal of
Managerial Psychology) found substantial benefits
across many measures of effectiveness, but the

authors still “recommend caution be exercised when
attempting to cultivate humor in the workplace,
as this may raise legal concerns (e.g. derogatory
or sexist humor).” Nothing diminishes workplace
solidarity like a lawsuit for sexual harassment
or discrimination, or the feeling among female
employees that they’re being unfairly targeted.
TO CREATE A CULTURE OF SECURITY, CTOs,
CISOs, AND MANAGERS HAVE TO ENSURE THAT
ALL EMPLOYEES FEEL VALUED, RESPECTED, AND
INCLUDED. Cybersecurity has to be a company-wide
initiative in order to create a culture of security—as
social engineering becomes more common and an
increasing number of employees use cloud-based
productivity tools and other digital products that
open up companies to risk, it’s vital to develop
cybersecurity platforms that encompass all
employees. In a 2017 survey of 5,000 businesses,
Kaspersky Lab and B2B International found that
more than half of them “believe they are at risk from
within. Their staff, whether intentionally or through
their own carelessness or lack of knowledge, are
putting the businesses they work for at risk.”
This is why it’s so important for companies to
cultivate a sense of common purpose around
cybersecurity. To the extent that humor can break
down barriers between employees and increase
group cohesion, it can help in this effort. To the
extent that it can offend employees and make
them feel isolated, it can be a serious impediment.
As a 2014 study in the Journal of Business and
Psychology reports: “In contrast to the goal of
a humor attempt, which is typically to increase
the level of positive affect in an interpersonal
interaction, failed humor may lower positive affect
and generate negative affect in the agent.”
Instead of bringing employees together, failed
humor drives them apart. And instead of attracting
them to your message and maintaining their
interest, it makes them disengage—the worst thing
that can happen to a cybersecurity platform.

NINJIO Security Awareness
10 // 16

HOW CAN WE SUSTAINABLY
CHANGE EMPLOYEE BEHAVIOR?
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UNDERSTANDING HOW WORKPLACE
HUMOR AFFECTS EMPLOYEE BEHAVIOR
If there’s one question that cybersecurity professionals spend every day trying to
answer, it’s this: How can we sustainably change employee behavior? There are many
ways to address cybercrime technologically—from data-at-rest encryption to multifactor authentication—but the most important cybersecurity tool (and liability) can’t be
downloaded, installed, or patched.
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In many ways, it’s surprising that the human brain is the security system most vulnerable
to infiltration in the year 2019. With all the apps and other networked digital tools
employees rely on, most people assume that the world of cybercrime and cybersecurity
is an ever-escalating arms race between hackers and the people working to foil them.
But this isn’t the case: Many of the most common and costly forms of hacking focus on
the deception and manipulation of human beings (as noted above, this is what’s known
as social engineering). According to the FBI’s 2018 IC3 Internet Crime Report, one type of
social engineering—business email compromise (BEC)—was by far the costliest form of
hacking in 2018, accounting for almost $1.3 billion in losses.
According to the 2018-2019 EY Global Information Security Survey, organizations cited
“careless/unaware employees” more frequently than any other factor as their biggest
security vulnerability. With the drastic influx in human-to-human hacking, it’s no surprise
that cybersecurity professionals are placing more and more emphasis on employee
training.
Many companies are using humor as a way to make cybersecurity education more
accessible to their employees. Nothing in this report should be interpreted as an
argument against developing a fun, engaging, and yes, sometimes funny cybersecurity
platform. But CISOs, CTOs, and compliance professionals shouldn’t view humor as some
kind of panacea—they should always be aware that it has a downside, and they should be
well-acquainted with its potential effects on the culture of their business.
Recall that one major psychological theory of humor centers on the benign violation of
norms. The aforementioned 2017 study in the Academy of Management Journal reports
that humor can “signal to followers the acceptability of norm violation at work. These
perceptions in turn are positively associated with followers’ deviance.” In a March 2017
article about the study in Harvard Business Review, Kai Chi Yam explains that “humor can
lead to unintended negative behavior among employees.”

HUMOR CAN LEAD
TO UNINTENDED
NEGATIVE
BEHAVIOUR AMONG
EMPLOYEES.
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What are a few of these negative behaviors? Chi Yam explains that they’re “defined in our
work as things like being chronically absent from work, ignoring a manager’s instructions,
sharing confidential information, falsifying financial claims, or drinking alcohol on the
job.” While these are all huge problems, one of them should have jumped off the page if
you’re a cybersecurity professional: sharing confidential information.
The protection of confidential information is already a constant battle for companies.
According to a 2017 Dell survey of more than 2,600 professionals who have access to
sensitive, confidential material, 72 percent of them are willing to share it. The report
notes: “In most cases, their motives are not malicious—they are simply trying to do their
jobs as efficiently and effectively as possible.” But this doesn’t change the fact that “many
companies are still lacking the policies and procedures to ensure this data sharing is done
in a secure manner.”

HOW DO WE EDUCATE EMPLOYEES WHO HAVE
NO INTENTION OF HARMING THEIR COMPANIES,
BUT OFTEN DO SO WITH NEGLIGENT SECURITY
PRACTICES?
This is an encapsulation of the most difficult problem cybersecurity professionals face:
How do we educate employees who have no intention of harming their companies,
but often do so with negligent security practices? If you’re responsible for making
your organization more secure, it should be disturbing that humor can create an
atmosphere in which employees feel free to toss confidential information around without
authorization.
The most effective way to arm employees against social engineering hacks, protect
sensitive company information, and ultimately reduce the number of breaches at
your company is to develop a culture of security. At the most basic level, humor in the
workplace is a cultural issue—it has to do with what norms you want to promote and what
sort of interpersonal and professional environment you want to cultivate.
There’s plenty of evidence that humor can make this environment more inclusive and
productive. But there’s also a whole lot of evidence that certain types of humor can have
serious negative implications for the security of your company. Responsible cybersecurity
professionals have to be capable of recognizing the difference.
If you want humor to be a part of your cybersecurity platform, here’s how to do it without
alienating your employees, undermining workplace solidarity, or establishing corrosive
norms that could end up making your company less secure:
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DISTINGUISH BETWEEN APPROPRIATE AND INAPPROPRIATE HUMOR

There are many different considerations that should inform how and when you use humor—from the context
to your audience to the nature of the joke itself. When it comes to cybersecurity, these considerations are
all the more important. Humor can be a powerful way to engage with your employees, but there are many
cybersecurity subjects that demand to be treated seriously and soberly (such as the sextortion of minors).
It’s your responsibility as a cybersecurity professional, manager, or employee to consider all the relevant
variables and use humor appropriately.

02

USE HUMOR TO STRENGTHEN BONDS BETWEEN EMPLOYEES

One of the most significant advantages of cybersecurity training is the fact that it can create a sense
of solidarity in your workplace. Because humor relies on a shared understanding of certain norms and
expectations, it can be a great way to bring employees closer together. However, humor can also drive them
further apart. For example, aggressive humor (which is defined as humor that insults or mocks people) can
make employees feel ostracized and disrespected. Humor can also involve double standards and lead to
discrimination—when unsuccessful humor is more harmful for women than men, for instance. A successful
cybersecurity platform requires buy-in at every level of your company, which is why it’s essential to only use
humor in ways that increase cooperation and solidarity.

03

UNDERSTAND THE EFFECTS HUMOR CAN HAVE ON THE CULTURE OF YOUR BUSINESS
At the most basic level, cybersecurity professionals are trying to change employee behavior. Hackers are
increasingly using social engineering to infiltrate organizations, and their success rate demonstrates that
companies need to place much more emphasis on security awareness training. But this training can’t
just be a check-the-box exercise—it has to permeate the company at every level, which is why a good
cybersecurity platform aims to create a culture of security. This is where humor can be problematic—it can
signal to employees that some norms and rules are meant to be broken. It can convince them not to take
cybersecurity seriously. And it can even lead to blatant cybersecurity malpractice, such as the sharing of
confidential information without authorization.

While the advantages of humor in the workplace are clear, cybersecurity professionals
have a responsibility to recognize the disadvantages and work to mitigate them. By
understanding the psychology of humor and its effects in the real world, you’ll be able to
use it without putting your company at risk.
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MY KEYBOARD
MUST BE BROKEN, I
KEEP HITTING THE
ESCAPE KEY, BUT
I‘M STILL AT WORK.
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