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EXECUTIVE SUMMARY
When cybercriminals intent to attack an organization for a
number of purposes, i.e. to exfiltrate data, or lock the systems,
they follow a series of phases that constitute an attack
lifecycle. For cybercriminals to execute a successful attack,
they must advance through each stage. Blocking them at any
point in this cycle will destroy the chain of attack; hence,
prevention must occur at each stage to hinder the criminals to
infiltrate into the organization. In this white paper, the
different stages of the lifecycle of email-based attacks
described and remediations that should be applied to prevent
an attack at any stage are elaborated.
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INTRODUCTION

There are over 100 billion corporate emails exchanged daily today, and organisations across the world depend
upon email services to interact and communicate efficiently. Therefore, cyber criminals target organisation by
using email services most of the time . In the form of attachment or a reliable file or a malicious link, criminals
usually attack their targets using email channel.
Cybercriminals are invariably creating different methods to get money or critical information from companies.
Because each data is crucial, they aren’t concerned with the size or type of company they target, as a result of
which, email-borne threats like ransomware, trojans, phishing attacks, malware, spam and other social
engineering methods seem to grow every day. The challenge is that the email mainly is the number one threat
channel due to the fact that it might enable cybercriminals straightly to their target, to the end-users, the weakest
link in organisations.
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This whitepaper is created to shed light on the life-cycle of
the email-based attacks, namely the phases of email-based
attacks those are independent processes in which
cybercriminals have to advance through to achieve their
goal.
As each phase of email-based attacks is a single process
cybercriminals have to visit, it is possible to stop them
before data loss occurs or the system damages.
The first phase of an attack is the planning stage, where the
attackers research organisations and develop attacks. The
second phase is the attack phase, where the attackers try to
penetrate into email infrastructure. Third phase the
compromise phase in which attackers access the system
when users trigger the compromise without being aware
this is malicious, and install malware to their system. The
last phase is data exfiltration, where data loss occurs.
Cybercriminals access systems with the target’s most
sensitive data – and extract them. See Figure 1.
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WHAT ARE EMAIL-BORNE
THREATS

Today email is one of the most popular channels to spread malware and bypass an organisation’s security
measures. According to the SANS Institute, 95% of all attacks on enterprise networks are the result of successful
spear phishing. Also, the average cost of a single spear-phishing attack is $1.6 million. According to Keepnet Labs
2018 Trends Report, 33.10 % of employees click the malicious attachment or link, 12,87 % submit the information
and thus that enable the attack to succeed. Email-borne attacks are so successful because they evolve rapidly and
the measures against such attacks aren’t evolving pari passu.
Modern email threats include targeted attacks that aim at manipulating target into thinking a legitimate
organisation is demanding information from himself/herself. These demands can seem safe on the surface or may
appear to come from a valid source and require you to reply to an email or click on a link to a phishing website.
Types of attacks range in sophistication, complexity, extent, risk, severity, force and impact. Spam, ransomware,
domain-spoofing, tiny or misspelt URL, phishing and spear phishing attacks, scripting, business fraud, brand
impersonation, malware attacks are some of the methods used to bypass security measures.
Spear phishing is one of the most widespread and sophisticated exploitation techniques utilised by cyber
criminals. Spear phishing attacks include a malicious attachment or a fake URL which redirects to malicious
code. Detection of spear phishing emails can be difficult because these advanced phishing emails have been
crafted specifically to realise a simple mission, to attack, trick, and exploit its intended victim.

Ransomware is a sort of malware or a virus blocks users from entering their device or their systems or data
until a payment is returned. According to a survey released by Ponemon Institute and Carbonite [1], the
average payment for a ransom of $2,500 per incident, and spent time 42 hours when dealing with the attack.
According to IBM, 70 % of businesses paid to recover their data in 2016 [2].

[1] Kolorov, M. (2017). CCS online. Half of ransomware's SMB victims pay up. Retrieved from https://bit.ly/2EJmcJY
[2] IBM. (2019). Ransomware: How Consumers and Businesses Value Their Data. Retrieved from https://ibm.co/2wrR5Ox
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LIFE-CYCLE OF AN EMAILBASED ATTACKS
PLANNING PHASE

Before starting a cyber attack, criminals look for vulnerabilities and search the suitable means to utilise them. If a
cybercriminal targets a specific organisation, then the target can be an a specific employee in that organization.
Because the criminal simply looks for a spot of access to the organisation for getting started. Generally, criminals
draw up a plan for sophisticated spear phishing schemes in this phase.
In the planning phase, cybercriminals search deep web & dark web for any leakages related to the target
organisation. For instance, the leakage can be an employee’s social media account or a personal email password
breach. A criminal utilises this information for getting into corporate email account using the leaked password or
generating its variants with password cracking tools. The criminals are well aware of the fact that any potential
leakage can be a key to access to the target organisations, and the more time they spend collecting data about the
people and systems at the target organisation, the more successful the hacking endeavour will be.
Moreover, they utilise the publicly available sources to achieve information about target organisation, its
structure, employees, partners, routines from many sources. Due to the large quantities of data available on the
Web, criminals determine search framework to facilitate this duty and to support processing the data.
Furthermore, by using the publicly available sources and achieving information, they generate fake phishing
domains and web pages to use them during their attack.

Keepnet Labs | White Paper Life-Cycle of Email-Based Attacks

8

FIVE SUB-PHASES OF
PLANNING PHASE

Furthermore, by using the publicly available sources and achieving information, they generate fake phishing
domains and web pages to use them during their attack.
The planning phase has 5 sub-phases: [3]

Source Identification: In this phase, the cybercriminals
identify the potential sources to collect data.
Data Harvesting: In this phase, the cybercriminals gather
and stores information from the identified sources and
other sources that are discovered throughout this phase.
Data Processing and Integration: Within this phase, the
cybercriminals process and integrate the collected and
harvested data for actionable intelligence.
Data Analysis: In this phase, the cybercriminals make data
analysis of the processed information by applying the OpenSource Intelligence (OSINT) analysis tools.
Results Delivery: In this phase, analysis is concluded results
are reported.

[3] Medium. (2018). Open-Source Intelligence (OSINT) Reconnaissance. Retrieved from https://bit.ly/2KDrnx8
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REMEDIATION

Since the planning phase is the starting point of a cyber attack, it is important to stop cybercriminals at this point. To
prevent an attack before it is initiated, you must completely know your company’s security and risk situation, and to
do so, you must identify the organisation’s email security vulnerabilities within all levels of your organisation’s
structure.
Training the employees is also vital since a well-trained employee uses the internet and web sources in a secure way
and never pave the way breaches that will help an attacker to start attacking. A well-trained employee knows how to
manage password for each online account and how to share information on a social networking websites that will
never put his/her company at risk.
Moreover, the use of email threat intelligence technologies can assist to reveal the security vulnerabilities of your
organisation. Sometimes company employees lose their passwords due to the breach of the online platforms they are
registered with their personal or corporate emails. Therefore their passwords are exposed on the internet without
their knowledge. In this case, cyber intelligence technologies play an important role by digging the web, searching
for signals and data that may represent a breach of security and a threat to business. The constant vigilance afforded
to you by the threat intelligence technologies will shorten the time between the potential data breach and defensive
response, reducing the opportunity for fraudulent activity. Threat Intelligence technologies will continuously scan
well-known hacking and breach sites to find any financial information, credit cards, personally identifiable
information (PII), IP / Domain addresses, emails, passwords, usernames and information related to your intellectual
property and will constantly monitor social network sites such as Twitter, Reddit, GitHub, Facebook fan pages,
Google+ etc. The results will be correlated with customer assets in order to detect any potential data leakage or a
possible cyber attack. With the help of these technologies, organisations can prepare themselves for potential
attacks, such as putting DDoS protector into mitigation mode rather than monitoring mode.
Moreover, threat intelligence technologies dig DarkWeb / DeepWeb as well as dig famous Tor sites and IRC channels
to find any data breach intellectual properties or personally identifiable information, and track fraudulent domains
those are used with phishing attacks to target either a company’s employees or customers. As a result of domain
tracking, it is possible to be notified if a fraudulent domain is registered or a domain’s IP address is changed. This
information can be used to keep Anti-Spam, IPS, IDS, FW, WAF or other border protection platforms up to date.
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ATTACK PHASE

This phase involves executing the attack plan that has been prepared. Because through research, the
cybercriminals already know the name of the target, where he/she lives, works and even personal information
collected from social networking web sites and the other webpages. In this phase, cybercriminals usually use
spear phishing techniques to bypass the defence mechanisms including email and web filtering tools, anti-virus,
anti-malware, sandbox technologies, APT products and anomaly detection systems (SIEM) and also to lure the
target to install malware into his/her computer or steal data.
During this phase, the criminal aims to pass all measures and compromise host machine to (a) install malware (a
dropper) to command execution, (b) install malware (a downloader) and download additional malware from the
Internet, allowing criminal command execution Once a foothold is placed inside the network, the criminal will
typically download additional tool and try privilege escalation, extract password hashes, etc[4]. Moreover,
attacker can redirect the targets to a fake page to to steal their credentials or sensitive information.

[4] Deloitte. (2017). 7 Stages of Cyber Kill Chain Supplementary Reading. Retrieved from https://bit.ly/2QxCHh0
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REMEDIATION

Technologies like Email Threat Simulator can help you to execute an email gap analysis and close the doorways for
cyber attacks and test your technological investments (such as firewalls, anti-spam and anti-virus) to discover
weaknesses in your technology in a safe environment and take the necessary action proactively before you’re attacked.
Testing your email security with email threat simulation tools is vital because these kinds of technologies have the email
harvesting feature, which helps to scan the more comprehensive web ecosystem to quantify traces of your
organisational and employee email addresses which could be harvested for spam and spear phishing. Email threat
simulator tools test technology infrastructure to quantify the deliverability of CEO fraud, domain squatting emails to
assess vulnerability. Also, these technologies scan your email service against known vulnerabilities. They can integrate
with automation scanning software, such as Nessus and Nexpose, as well as with third-party services such as Mxtoolbox.
Using email threat simulation technologies will help businesses to test the detection and delivery of client-side attacks
those target vulnerabilities in client applications, forcing them to interact with a malicious server or process malicious
data, as well as to test for known and frequently misconfigured functions in email services. Additionally, these
technologies also have test scenarios to determine the sub-optimal configuration and make best practice
recommendations.
Email threat simulator technologies contain known malicious substances in email attachments. Malicious attachments
not recognised by anti-viruses are also available, and they are expected to be detected by behaviour analysis. This
feature integrates with the Metasploit penetration testing tool and various other third-party services. Moreover, these
technologies contain annotations that simulate known ransomware and their actions, as well as include penetration
tests that contain a link or abusive piece of code that exploits the known vulnerabilities of internet browsers and many
popular file formats (pdf, mp4, HTML, doc, etc.) exploits and integrates with the Metasploit penetration testing tool and
various other third-party services.
Finally, to break cyber criminal on the attack phase, use a firewall and an up-to-date anti-virus solutions. Using a
firewall and a good anti-virus program will protect your organisation from threats like malware, ransomware, and
more. Anti-virus should be installed on PC, Mac, Android phones, and other company devices. Also, update all your
software. It's crucial to always use the latest updates for additional software.
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COMPROMISE PHASE

In this phase, criminals access to the system; the phishing or the other email attack vectors have bypassed all
security systems and get to the target’s inbox. In this phase, the target users trigger the compromise by clicking on
the fake link or attachment they think real. Most of the time, cybercriminals use phishing attack and its variants
to trick the victim into believing that the message is something they want or need like a demand from their bank
or a note from someone in their own organisation and to click a link or download an attachment. Or targets click
on a link or open an attachment which may install malware, such as viruses, spyware, or ransomware, on the
target device. This operation goes behind the scene that an average employee wouldn’t detect this process. Once
the malware is installed, it can collect sensitive information, send more phishing emails to contact list or address
book or provide software to access the device remotely.
This phase is the entry point into the organization, so the criminals will exploit this point for finalising what they
have planned in the first place.
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REMEDIATION

54% of organisations say they have undergone one or more attacks in the last 12 months, this number rises every month.
Also, despite 38% of global organizations state that they’re qualified to handle a sophisticated cyber attack, 95% of
cybersecurity breaches are still due to human error [5]. Companies focus so much on shielding hardware and software
against cyber threats but mostly forget about individuals. Focusing only on technology will never be enough because
cybercriminals always find new ways to attack. Therefore providing adequate cyber security training for employees is
has a great importance.

One of the greatest threats to information security could actually come from within your company or
organization. Inside ‘attacks’ have been noted to be some of the most dangerous since these people are
already quite familiar with the infrastructure. It is not always disgruntled workers and corporate spies who
are a threat. Often, it is the non-malicious, uninformed employee (SANS).

Training programs should be long-termed, include proactive coaching as well as offline resources, such as tip & sheets,
posters, screensavers, etc.to support the training themes throughout the year. Also, it should include different kinds of
materials that address different levels of employees in your organisation like animated videos, serious games and
presentations. Performance of the employees in the training programs should be tracked and quantified, to identify the
weak links in an organisation. Also, monitoring improve over time and seeing the level of organisational preparedness
with a key performance indicator on the training process has vital importance.
Moreover, businesses should phish their own employees. Along with cyber awareness training, organisations should
simulate phishing attacks to see employees interactions with phishing emails and to track all user activity in-depth. This
will give full visibility on improvements and trends — from the whole organisation down to individual staff members.
Phishing your own employees will help employees to deal with real phishing problem in the future. Testing the
employees by sending fake emails will provide a robust test to organisation’s security that will help employees to
respond to real-world threats and trends more carefully .
[5] Fraud Watch International. (2018). What is Cyber Security Awareness Training and Why is it so Important? Retrieved from https://bit.ly/2WylaKT

Keepnet Labs | White Paper Life-Cycle of Email-Based Attacks

13

DATA EXFILTRATION

This is the last phase in the life-cycle of an email-based attack. Within this phase, the attack succeeded, and the
data exfiltration starts. Target’s data is copied, transferred, or retrieved from a computer or server without
authorisation. Also, the criminal identifies the other targets and move through the network undetected. In
practically all similar cases, the criminal needs privileged access because it lets him/her move unobstructedly
inside the target organisation.
The criminal steals personal and sensitive information like passwords and by the administrator account, tries to
get into any system on the network.
If the criminal gets advanced privileges, he/she completely takes over the system.
Once the criminal gets advanced privileges, he/she obtains unrestricted and unlimited access to the entire target
network. However, the attackers need to stay unnoticed in the system. To achieve this, they may stealthily place
malicious applications like rootkits that enable them to return as frequently as they need. Also, with the
advanced privileges, they don’t depend upon a particular access point. The criminals can get in and out of the
system whenever they want to.
Identifying the data exfiltration attempts challenging; because, in this phase, data routinely moves in and out of
networked enterprises, and this process closely resembles regular internet traffic.
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REMEDIATION

It is not easy to reveal a breach in an organisation because cybercriminals attempt to hide in the system and give
the damage behind the scene. A study has unveiled that advanced cyber attacks linger inside target companies
for 200 days before detection [6]. Therefore, training the employees and turning them into "active cyber agents"
within your company has vital importance, especially for detecting and reporting of email-borne threats.
The breaches aren't simple to detect. The first sign a violation will be unexpected bills coming from your credit
card. Criminals make small purchases to make sure that your credit card is OK before executing a full purchase.
You should watch your credit card transactions.
Cybercriminals can use a compromised email account as a key to the target organisation to distribute malware or
sending spear-phishing emails to other contacts in the target system. Therefore, never click on links or open the
attachments in the email coming from your contacts if you are not expecting that. The best way to make sure the
email is legitimate will be calling the sender for validation.
When you suspect that you are breached, change your passwords immediately. Use password management
applications to generate strong passwords and make them difficult to guess, because criminals know that most
people use predictable passwords and use the same passwords in several accounts. Also, turn on multi-factor
authentication to secure your account. iCloud, Google, Amazon, Dropbox, Facebook, Twitter, Instagram, and
many services offer this feature.
Check your device by scanning it with a reliable, up-to-date anti-virus, anti-spyware and anti-malware. If you find
malware on your device, remove it from your system and change your account passwords again.
Apply for the best incident response methods. Because, when prestige, resources, and client trust is at stake, it’s
significant that an organization can detect and respond to security violations on time. In good incident response
practice will mitigate the risks of a successful cyber-attack.
Rossi, B (2016). 7 steps hackers take to execute a successful cyber attack. Retrieved from https://bit.ly/2OvPu51
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The SANS Institute introduces six levels for a full incident response practice [7]:

Preparation : The preparation phase is the most crucial phase of incident response exercise to get qualified against a
possible cybersecurity incident. This stage includes policies, response strategies, communication, documentation, access
control, tools to be employed in an evitable cybersecurity violation.
Identification : This phase is the process where the cyber incidents are identified. It is vital for businesses to detect an event
and respond to it on time to reduce costs and damages. For this step, incident detection technologies, incident reporting
gadgets, monitoring tools, intrusion detection systems, and firewalls play a significant role.
Containment: This is the stage where detected incidents are contained. The primary objective of containment is to hold the
damage and stop extra loss. Containment includes short-term containment, system back-up, and long-term containment.
Eradication: In this phase, the threat is removed, and the affected systems are restored to their previous state while
mitigating data loss. Not only eliminating the malicious content but also securing the affected systems by reconditioning
are the main actions affiliated with eradication stage.
Recovery: In this phase, the decision making regarding restoration of the compromised system is managed. Also, the systems
are tested, monitored, and validated.
Lessons Learned: One of the important phases of incident response is Lessons learned which helps to improve the experience
and develop future incident response efforts. Businesses find the opportunity to renew their incident response plans with
their experience during the incident and create documentation to render information for future incidents. Lessons learned
reports provide a definite synopsis of the whole event which will be employed during sum up meetings, training materials for
new CIRT members, or as benchmarks for comparison.
Furthermore, use next-generation Incident Response Technologies can help organisations to respond to phishing attacks
rapidly, with the goal of saving them from experiencing loss or disruption. Once detected, these technologies can stop
malicious email spreading to other users by scanning all users’ inboxes, checking for matching threat emails (or any other
variants) and containing them. Within 60 seconds of a reported email, the entire organisation can be protected from this
attack through our automated Incident Responder Technologies. Moreover, with customisable playbook (automation) rules,
these technologies help organisations to prevent future attacks in a proactive way.

[7] SANS. (2019). Incident Handling. Retrieved from https://bit.ly/2Z1GhXu
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CONCLUSION

97% of users cannot identify a sophisticated phishing email and over 91% of system breaches have been caused
by a phishing attack today. As email being the principal entry door for hackers, it’s vital that companies ensure
their email security to protect them from new generation threats. Therefore, apprehending the email-based
attacks phases proffer an occasion to obstruct attacks before they result in data loss. So having a strong, effective
email security solutions that covers all phases of email-based threats has been a necessity for most businesses
now. It is the obligation of each company to defend themselves, their customers’ and their employees’ personal
and sensitive information. Preventing cybercriminals at any point in the email attack cycle breaks the chain of
the whole attack. In order to protect data from an attack, stopping must happen at each stage to block the
attackers’ ability to access or steal sensitive data. The following table displays the cyber resilience model
organisations should have; the different phases of the attack lifecycle and what sort of technologies Keepnet
provide to prevent an attack at each stage.
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ABOUT KEEPNET LABS
Keepnet Labs protects businesses throughout the
full lifecycle of email-based cyber-attacks. We
have developed a full spectrum suite of cybersecurity defence, threat monitoring, security
management and user awareness products that
encapsulate an integrated approach to people,
processes and technology thus reducing the
threat in all areas of cyber risk.
Keepnet covers all phases of email threats with
unique solutions that are designed for that
specific phase of the email attack chain and thus
can stop an email-based attack before it
propagates.
The multi-layered approach is shown in the
following diagram is the key innovative
differentiator between Keepnet Labs and other
competitors in the market.

Keepnet’s cyber defence strategy adopts three holistic elements: people, process, and technology:
People: we focus on the "human factor”, using engaging, structured, content to raise cyber awareness and engender “active
defence” behaviours.
Process: we support the development and management of user security awareness plans, monitor user compliance and Key
Performance Indicators and embed cybersecurity as an intrinsic part of the corporate culture.
Technology: we scan and isolate malicious attachments and email content and provide system administrators with “oneclick” management across the enterprise.
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